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What is HIPAA?

♦HIPAA means Health Insurance Portability 
and Accountability Act

♦ It is a set of regulations issued by the United 
States Department of Health and Human 
Services  to the help insure the privacy and 
security of individual identifiable health 
information. 



So why do I need additional 
awareness training?

♦ HIPAA relates to the privacy of Protected 
Health Information (PHI) – individually 
identifiable health information that is 
maintained or transmitted. 

♦This security training  deals specifically
with PHI that is in electronic format –
referred to as ePHI.



So, is it about PHI data 
maintained in computers?

♦Yes. The security regulations cover many of 
the procedures an organization must follow 
in creating, receiving, maintaining or 
transmitting ePHI.



But I am not responsible for 
computer security. That’s what 

our IT* people do. Right?
♦ No. 
♦ Much of the security rule does deal with issues that 

IT people have to address.
♦ But there are a number of safeguards that everyone

who handles or is around ePHI must know and 
procedures they must follow. 

* Information Technology 



An important theme …
♦ The security rule is about making sure ePHI is 

protected from access by those who are not
authorized to have it and making sure ePHI is 
available to those who are authorized to have it.



Rule #1

♦Secure you computer when you leave your 
area:
– Log off the application
– Lock you computer (Alt-Ctrl-Delete)
– Turn off your computer 
– Your computer should “automatically” go into 

sleep mode if you don‘t do anything for a 
period of time.



Rule # 2

♦Protect your computer by not changing any 
of the settings:
– Your workstation has been setup and 

configured for your use and setting should not 
be changed.

– Changing settings can cause the workstation to 
become unstable.



Rule #3

♦Protect your passwords.
– Do not share your passwords with anyone.
– Change your password if you think someone 

else knows it.
– Do not post your passwords in your work area.



Rule #4 

♦ Follow all guidelines (outlined later) regarding 
the transmission of  PHI via electronic mail 
(email).



Rule #5
♦ Report any security problems you encounter or 

observe to your agency security officer.



Email Encryption
♦ ePHI may be securely sent in email using 

encryption and decryption techniques.
♦ Encryption is a method used “scramble” a 

message to make it unreadable.
♦ Decryption is a method used to “unscramble” a 

“scrambled” message to make it readable again.
♦ The sender has a key that controls the scrambling 

which is shared with a trusted receiver so 
messages can be unscrambled when received. 
These keys are in digital certificates.



More on email …

♦Digital certificates are available 
commercially or other agencies or 
organizations may issue their own.

♦Unless both parties have digital certificates, 
secured email cannot be exchanged.



I need to send PHI via email. So, 
what do I do?

♦ The first thing you need to do is to determine if 
the email recipient is able to receive encrypted 
email. 

♦ The potential recipient will probably have to 
check with their IT organization to determine this. 
If the recipient has the technical capability to 
receive encrypted email, email encryption must be 
used. 



I need to send PHI via email. So, 
what do I do? (continued)
♦ If the recipient has no technical capacity to receive 

encrypted email, you should use fax or a secure 
surface mail, if possible. Regular email should be 
used only if there are no other choice.  

♦ The security rule specifies “reasonableness” – you 
cannot cease to do business because of the lack of 
technology on the part of the recipient. 

♦ You must also make every reasonable attempt to 
protect the PHI you transmit and encrypt it 
whenever it can be encrypted.



The recipient has the technical 
capability to encrypt email. What 

should I do?
♦ You must request a digital certificate
♦ You must “share” your certificate information 

with the email recipient.



Several more things about email.
– Avoid sending unencrypted PHI data in email. 

Use the fax or traditional mailing options.
– You can also use file passwords to achieve 

some security but they provide only minimal 
protection.

– Do not request a digital certificate until you 
need one (i.e., you have someone to exchange 
secure mail with).



Is that all on email?

♦Yes. Just remember, send PHI encrypted  
whenever possible. If it is impossible and 
you have no other practical choice, then 
send it unencrypted. The responsibility for 
making this determination is yours.



Anything else on security?
♦You are responsible for reporting any 

security problems that you encounter or 
observe to the agency security officer. 

♦Complete the security awareness training 
form and return it with your account 
request.



Conclusion

♦Follow the security procedures outlined 
here.
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